Managing Young People’s Safety Online

Advice and Information for Parents/Carers
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Why is this important?

Monitoring and awareness of your child’s online access is important due to the
risks of accessing/viewing content which can be harmful. We also recognise the
importance of the internet which can be a source of support for many children
and young people who are struggling to cope.

The internet can provide young people opportunities to stay connected with
friends and socialise through gaming etc. however, there are several online
platforms which can include content that is upsetting and graphic which affects
young people’s mental health. Sadly, in society there is a growing volume of
content online which is ‘pro-suicide’ and ‘pro-self-harm’ (content which
promotes suicide and self-harm).

Latest findings by Ofcom highlighted that a third of children aged 8-17 years old
had seen something harmful online however, only 20% of parents reported that
their child had told them about it. Ofcom have also highlighted in recent findings
an increase in young people aged 5-7 years old now accessing and engaging in
messaging, voice communication, video calls and live-streamed content. A
significant increase in social media usage by 5—7-year-olds is also reported by
social media platforms including WhatsApp, TikTok, Discord and Instagram.

Another emerging area of concern is the increase of online gaming for children
aged 5-7 years with the genre of shooter games highlighted as a popular area
engaged.

It is also important to consider the information being shared online. An
important consideration to remember is that once personal information like
names, addresses, photos etc. are shared online, these can then be used by
others. This could result in children and young people being bullied, groomed,
and exploited by peers and/or by adults who pose a risk of harm to children.
Sharing personal information online can also result in cyber criminals using this
information.

Privacy settings can support parents/carers with managing the types and
volumes of information being shared online, whilst supporting young people
with enjoying their favourite sites, applications, and games etc safely.
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What can | do if | am worried my child is at risk online?

There are several useful ‘checklists’ for popular social media applications which
you can download from a website called ‘UK Safer Internet Centre’ which
provides information about privacy features and steps to implement parental
controls.

As a parent/carer, if you have any worries that your child is being groomed or
sexually exploited online you should act. You can contact the Child
Exploitation and Online Protection (CEOP) safety centre which is part of the
National Crime Agency.

You can contact them by visiting their website ‘CEOP Safety Centre’ which
allows you to submit a report online. The website also includes helpful
information and advice for parents/carers about online safety.

It is also important to talk to your child openly should you have any concerns
and to listen to what they have to say whilst remaining calm and understanding.
It is important to avoid rushing to judgement and to ensure your child feels
reassured that you will always be there for them.

Some top tips of advice:
. Regularly check all privacy settings.
. Regularly review your child’s internet history.
. Switch off location sharing.

. Consider utilising tagging settings (approve before submitting images
etc.)

. Check the audience (who will see the posts).

. Have open regular conversations with your child about the risks online
and what to do if they feel unsafe or uncomfortable whilst
accessing/viewing content online.

. Be patient and supportive when having difficult conversations so your
child understands you care about them regardless of the outcome.

. Seek support from professionals and organisations if you are worried
such as Parent Zone, Ivision trust, CEOP and UK Safer Internet
Centre.
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